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Making Europe fit for quantum communication via 
satellite  
QUDICE project aims to develop space-qualified hardware for 
quantum key exchange in space 
 
Jena (Germany) 

 
The European Union is providing 4.3 million euros in funding for a new project 
to research high-security quantum communication via satellites. In the QUDICE 
project, an international team of researchers, including members of the 
Fraunhofer Institute for Applied Optics and Precision Engineering IOF, aims to 
develop components for space-based distribution of quantum keys. The new 
hardware is expected to become one day the basis of a European satellite 
network. At Fraunhofer IOF, a miniaturized source for generating entangled light 
particles in the telecommunications wavelength range will be built specifically 
for this purpose. The project has recently started its three-year term. 
 
Using entangled light particles to communicate in Europe in a practically tap-proof 
manner – a goal towards which an international team of EU researchers is working. 
Within the new QUDICE project, they want to develop together components and systems 
for space-based quantum key distribution. In this way, QUDICE wants to make a 
significant contribution to one day being able to realize a European network of satellites 
for quantum-based communication. Such a network will specifically protect the privacy 
of European institutions, companies, and citizens, while strengthening Europe's 
independence from critical (quantum) technologies from abroad. 
 
Compact and highly efficient photon pair source for use in space 
 
Within the framework of QUDICE, a miniaturized, space-qualified polarization-entangled 
photon pair source (EPS) in the telecommunications wavelength range will be built at the 
Fraunhofer IOF in Jena. This source will later be integrated into a satellite. The photon 
pair source must therefore meet special requirements for use in space: For example, it 
must be particularly small and compact. The aim is to achieve a size similar to that of a 
one liter milk carton.  
 
The researchers at Fraunhofer IOF must therefore miniaturize all the individual 
components of the source and integrate them on several chips. Furthermore, the source 
must be able to withstand strong vibrations as well as large temperature fluctuations, 
which occur during the launch of the satellite on its way into space. The photon pair 
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source will therefore be based on recent advances in nonlinear optics and engineering. 
The goal for the new source is to achieve 10^9 pairs of entangled light particles per 
second and a bit rate that exceeds the current state of the art by several orders of 
magnitude.  
 
Fraunhofer IOF will work closely with the Institute of Photonic Sciences (ICFO) from Spain 
- one of twelve partners in the QUDICE project - to construct the photon pair source in 
space-qualified quality. Together, the institutes will develop a novel design for the 
entangled photon source, which will allow the integration of the components and thus 
a particularly compact setup. To this end, ICFO will design specific subsystems for each 
chosen QKD implementation, while Fraunhofer IOF will implement them. Subsequently, 
the Fraunhofer Institute in Jena will characterize all opto-electronic components, while 
ICFO will perform the QKD implementations. 
 
Strengthening Europe's technological sovereignty in quantum technologies  
 
Already in 2019, an agreement between the EU Commission and the European Space 
Agency (ESA) took the first step towards the development of a highly secure pan-
European infrastructure for increased data security. Quantum key distribution represents 
a crucial enabling technology in this regard. QUDICE is intended to drive forward the 
corresponding research and development work. The project is therefore being funded 
by the European Union within the framework of the "Horizon Europe" program with 
4.3 million euros. 450,000 euros of this will flow into the work at Fraunhofer IOF in Jena. 
 
The realization of the project goal requires expertise from a wide range of fields - from 
quantum physics, mechanical engineering, and optical engineering to radio 
communications, satellite technology, and space technology. Through the collaboration 
of world-leading research institutions as well as technology developers and 
manufacturers, but also system integrators, an interdisciplinary consortium is formed in 
which leading experts from their respective fields are gathered.  
 
In addition to the Fraunhofer IOF, the partners of the QUDICE project are: University of 
Padova, ThinkQuantum SRL, Stellar Project SRL, Argotec, Thales Alenia Space (all Italy), 
The Institute of Photonic Sciences ICFO, Quside SL, Sateliot IOT Services SL (all Spain), 
Centre National de la Recherche Scientifique, Sorbonne Université (all France), 
L-Università ta' Malta (Malta). 
 
Researchers at Fraunhofer IOF have repeatedly demonstrated the exchange of quantum 
keys over different paths and distances, e.g., using free beams within a city or via optical 
fibers laid in the ground between different metropolitan regions. However, quantum key 
exchange via satellite also enables connectivity to areas where fiber connectivity is not 
possible or limited, e.g., offshore. Furthermore, space-based quantum key exchange 
provides a true backup in the event of a natural disaster that would destroy fiber-based 
infrastructures, or a widespread network outage. 
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Further information on the QUDICE project can be found here: https://qudice.eu/  

 
FAQ: Questions and answers around quantum (communication) 
 
What are quanta anyway? 
 
The world is a quantum world. That means: Everything consists of quanta, as long as we 
look at sufficiently small systems. Because quanta are the smallest and indivisible units 
that cause physical interactions. Photons, i.e., particles of light, are therefore also tiny 
quantum objects.  
 
These quantum objects have fascinating properties that researchers are exploiting in the 
development of cutting-edge quantum technologies. One special property is the 
entanglement of quantum objects. Entanglement here means that pairs of entangled 
particles (e.g., photons) are created. Each particle always knows the exact state of its 
"twin" - even if the twin is far away. 
 
How can we protect our data and communication with the help of quanta? And what 
are quantum keys or QKD in this context? 
 
Our modern world is highly networked and therefore particularly vulnerable to cyber 
attacks. Attacks, for example, on critical infrastructures such as nuclear power plants can 
endanger not only sensitive data, but potentially lives. Currently, our communication 
systems are encrypted with cryptographic algorithms based on solving certain numerical 
problems. However, the expected emergence of quantum computing - i.e., next-
generation high-performance computers that can solve computational problems that 
would take conventional computers several years to solve within seconds - as well as 
possible breakthroughs in mathematics pose a long-term threat to the security of this 
method.  
 
For this reason, new approaches are needed to ensure the long-term security of our data 
today. Communication using quantum technology promises a completely new level of 
security. In contrast to conventional cryptographic methods, quantum cryptography is 
based on physical principles. The technological basis for this is the so-called quantum key 
distribution, or QKD for short. QKD enables the sharing of random keys between 
legitimate users by guaranteeing special security based on the laws of quantum 
mechanics rather than on the computing power of an adversary. 

 
About Fraunhofer IOF  
 
The Fraunhofer Institute for Applied Optics and Precision Engineering IOF in Jena 
conducts application-oriented research in the field of photonics and develops innovative 
optical systems for controlling light - from its generation and manipulation to its 
application. The institute's range of services covers the entire photonic process chain 
from opto-mechanical and opto-electronic system design to the production of customer-
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specific solutions and prototypes. At Fraunhofer IOF, more than 400 employees work on 
the annual research volume of 40 million euros.  
 
For more information about Fraunhofer IOF, please visit: http://www.iof.fraunhofer.de/ 
  

Scientific contact 
 

Dr. Fabian Steinlechner 

Fraunhofer IOF 

Department Emerging Technologies 

 

Phone:  +49 (0) 3641 807 - 733 

E-mail:  fabian.steinlechner@iof.fraunhofer.de 
 

 

_________________________________________________________________________________________________________________________ 
 
The Fraunhofer-Gesellschaft, headquartered in Germany, is the world’s leading applied research organization. With its focus on developing 
key technologies that are vital for the future and enabling the commercial exploitation of this work by business and industry, Fraunhofer plays 
a central role in the innovation process. As a pioneer and catalyst for groundbreaking developments and scientific excellence, Fraunhofer helps 
shape society now and in the future. Founded in 1949, the Fraunhofer-Gesellschaft currently operates 76 institutes and research institutions 
throughout Germany. The majority of the organization’s 30,000 employees are qualified scientists and engineers, who work with an annual 
research budget of 2.9 billion euros. Of this sum, 2.5 billion euros is generated through contract research.  
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